“SPYING

How to hide a message

Investigating - Decoding and analysing information

Purpose
To develop skills in observation, interpreting
information and visualisation.

Age range (years) Subjects

7 8 9 10 11 12 13 14 15 16 Art and Design,

=== History, ICT,

Mathematics
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Background

Steganography is the art of hiding a message
in something else. This contrasts with
cryptography where the existence of a
message is not hidden but it cannot be read
without being decoded.

This activity introduces students to
steganography by asking them to find and
create hidden messages.

Steps

1. Show students the email transcript on
page 2. This can be printed out or
projected.

2. Can they find a hidden message?
3. The solution is on page 3:

Taking the first and last letter from each
line of the main text reveals the letters:

IwllLmeetyouatthestatlon

“I will meet you at the station”

4. Now ask students to devise their own
way of hiding text (e.g. making the
hidden message up out of the first letter
after every full stop, or the first letter of
every word) and to use that method for
concealing a message to a classmate.
Explain that they can hide messages
within recipes, song lyrics, text

messages etc. Remind students to
keep their messages short!

5. Once students have swapped their
hidden messages, ask:

¢ Did anyone uncover a hidden
message?

e Who had the most inventive
method of hiding their message?

Extension

Get students to explore other
approaches to steganography.

e For younger students the invisible ink
activity in this resource pack may be
useful.

e Older students could research how
steganography can be used to hide
messages in computer files, images
and audio content.
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Can you find the hidden message?
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Fraorm: I Adi =af=chool .com
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=1 Reply-Ta: |43 susan@home.com
=l To: | |3

Subject: |F|:u:|t|:|a|| Crisis

Body Text j I'-.-'arial:lle Width j I

susan,

If the weather 15 the same tomorrow

I 't going to have to cancel the foothall
Larry thinks I'm ower-reacting but T am
entrusted with team safety. After all, Joe
told us only a couple of days ago the story
of a team who lost st(l) to the cold. You
ask hum! T'm not surprised Larry hasn't
taken kindly to my suggestion. "Pahl’
exclaned our stnker. “It's not nght! Is
this the kind of team that runs from a

tiny bat of ice and snow? Ifthat’s so I
officially cquit!” What a situation|

Yours,

Adiza

a
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Message revealed
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=l Reply-To: |4] susan@home.com
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Subject: |Football crisis
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Susan, 5
[f the weather 15 the same tomorrow Iw
[ 'm gomg to have to cancel the football 11
Larry thinkes I'm over-reacting but I am 1L ml
entrusted with team safety. After all, Joe ee
told us only a couple of days ago the story ty
of a team who lost smz(l) to the cold. Tou ou
ask himl I'tn not surprised Latry hasn't at
taleen kindly to my suggestion. “Pahl’ th
exclaimed our stker "It's not right! Ts e3
this the kind of team that runs from a ta
tiny bit of ice and snow? Ifthat’'s so I t1
officially quit!” What a situation| on
Y ours,
Achiza —
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I will meet you
at the
station
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